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Subject:- Tender for conducting the Security Audit of web applications of ICCR from CERT-
in empanelled agencies. 

1.0   Introduction 
 
ICCR invite quotations from Cert-In Empanelled Agencies for Security audit of below mentioned 
application. The application need to obtain the “safe-to-host” certificate from Cert-In empanelled 
agencies before hosting the same on NIC Data Centre. The application is a MIS application for 
Direct Benefit Transfer (DBT) that is to be integrated with DBT Bharat Portal of Govt. of India. 
 
The Web application is developed by DBT Mission which has pre-defined templates for allowing 
entry in various schemes of ICCR that captures data of beneficiaries consisting  of data namely as; 
Name of Person, Address, Bank Details, Aadhaar No, Contact details, Transaction Summary, etc.  

 

The ICCR DBT MIS Application is to be accessed by ICCR Regional Offices across country 

through Internet for direct uploading of beneficiary details after proper authentication of details. The 

authentic details entered also include UIDAI Demographic Authentication check which will be 

implemented through NIC. To take advantage of these opportunities by un-authorized access, it is 

necessary to mitigate the risk of sharing information, accepting commitments and delivering 

services over the public Internet. The ICCR DBT Application portal mitigates risk of unauthorized 

access to resources, maintaining a log trails of the access, to protect important information from 

the moment it is entered by the user and is to be kept protected till the data is fetched in the DBT 

Bharat Portal on monthly basis and is preserved locally for future reference. 

2.0  Objectives 

2.1 The objective of this proposal is to conduct the Audit to discover any 

vulnerabilities/weaknesses/attacks in the website/web application. The Audit should be done by 

using Industry Standards and as per the Open Web Application Security Project (OWASP) 

methodology. 

2.2 To verify checklist for UIDAI integration and endorsement by the Cert-in empanelled auditor, 

reference Letter F.No.K-11022/463/2016-UIDAI(Auth-II) dated 30.1.2019 of UIDAI. 

2.3 The main objectives for conducting this website security audit is to: 

A. Web ApplicationSecurity Audit 
i. Identify the security vulnerabilities, which may be discovered in the website and website 

application security audit including cross-site scripting, Broken ACLs/Weak session 

management, Buffer Overflows, Forceful browsing, CGI-BIN manipulation, Form /hidden field 

manipulation, Command injection, Insecure use of cryptography, Cookie posing, SQL 

injection, Server miss-configuration, Well- known platform vulnerabilities, Errors triggering 

sensitive information leak etc.  

ii. Requirements and analysis performed to increase overall security posture; 

iii. Identification and prioritization of various risks to the websites; 

iv. Gain a better understanding of potential website its applications and vulnerabilities; 
v. Identify remedial solutions and recommendations for making the web site applications secure. 

vi. Rectify / fix identified potential vulnerabilities, and web application vulnerabilities thereby 

enhancing the overall security. 

B.   UIDAI Checklist Verification/Endorsement: 



 

To verify checklist for UIDAI integration and endorsement by the Cert-in empanelled auditor, 

reference Letter F.No.K-11022/463/2016-UIDAI (Auth-II) dated 30.1.2019 of UIDAI. Refer for 

Checklist under the Scope of Work in this RFP. 

 

 

2.4  The URL of  the  Web si te  is :  ht tps: / /dbt . iccr .go v. in  



 

 
3.0  Technica l  Proposal  

The Techn ica l  B id  sha l l  i nc lude  the  de ta i led  p ro jec t  p lan  fo r  webs i te  secur i t y  

Aud i t  and Check l i s t  Ver i f i ca t ion  cor respond ing to  the  de l ive rables  as  requi red  

by Ind ian  Counc i l  fo r  Cu l tu ra l  Re la t ion  ( ICCR) ,  New  De lh i ,  fo r  t he  p ro j ec t .  The  

p ro jec t  p lan  shou ld  i nd ica te  the  mi les tones and  t ime f rame o f  complet ion  o f  the  

d i f f e ren t  ac t i v i t ie s  o f  t he  p r o jec t .  The  b idder  i s  requ i red  to  g ive  de ta i l s  o f  the  

Pro jec t  Management  Methodo logy,  Aud i t  S tandards  and  methodology a long  w i th  

the  quan tum of  resources to  be dep loyed  fo r  the  p ro jec t ,  qua l i f i ca t ions,  

exper ience o f  personnel  deployed ,  in  the techn ica l  b id .  Resour ces and  suppor t  

requ i red  f rom Ind ian  Counc i l  fo r  Cu l tu ra l  Re la t ion  ( ICCR) ,  New  De lh i ,  may a lso  

be c lear l y de f ined.  The techn ica l  b id  is  requ i red  to  be  subm i t ted  in  the  fo r mat  as  

g iven  in  Ann exure-1  

4 .0  F inan cial  Proposal  

Fol low ing a re  the  te r ms and cond i t ions fo r  t he  F inanc ia l  P roposa l  

i. Th is  tender  is  fo r  a  f i xed  pr i ce  b id .  

ii. The financial proposal shall be priced in Indian Rupees. 

iii. The F inanc ia l  proposa l  sha l l  c lear l y ind i cate ,  as  per  the  F inanc ia l  

Sum mar y Sheet  in  An nexure-2 ,  the  to ta l  cos ts  o f  ca r r y ing  ou t  the  

serv ices as  descr ibed  in  the Terms of  Re ference ( TO R) as  we l l  as  t axes  

etc  wherever  app l i cab le .  

iv. The quo tat ions sha l l  be  f i xed  and  sha l l  no t  a l low  fo r  an y f l uc tua t ion  in  

costs  o f  labour ,  t ranspor t ,  e t c .  No  ad jus tment  sha l l  be  made to  t he  

con t rac t  va lue  fo r  any f luc tua t ion  a r i s ing fo l low ing submiss ion o f  tender .  

5.0  Disqual i f icat ions  

Only Cer t - in  empane l l ed  audi tors  a re a l lowed to  par t ic ipa te  in  t he  RFP.  

Ind ian  Counc i l  for  Cu l tura l  re la t ions ( ICR) ,  New  De lh i ,  ma y a t  i t s  so le  

d iscret ion and  a t  an y t ime dur i ng  the  eva luat i on  o f  Proposal ,  d i squa l i f y  any 

b idder ,  i f  t he  b idder  has :  

a .  Submi t ted  the Proposa l  documents  af te r  the schedu led  da te and  t ime;  

b .  Made m is lead ing o r  fa l se  represen ta t ions  in  the  fo rms,  s ta tements  and  

a t tachments  submi t ted  in  p roo f  o f  t he e l ig i b i l i t y  requ i remen ts ;  

c .  Exh ib i ted  a  recor d of  poor  per fo rmance such  as  abandon ing works ,  no t  

p roper l y complet ing  the  con t rac t ua l  ob l iga t ions,  inord ina te l y  de laying  

comple t ion  o r  f inanc ia l  f a i lu res ,  e t c .  in  any p ro jec t  i n  t he  p reced ing  th ree  

year s ;  

d .  Submi t ted  a  p roposal  tha t  is  not  accompan ied  by requ i red documenta t ion  



 

or  i s  non-  respons ive;  

e .  Fa i l ed  to  p rov i de  c la r i f i cat i ons re la ted thereto ,  when sought ;  

f .  Submi t ted  more than  one  Proposa l ;  

g .  Dec lared  ine l i g i b le  by the  Government  o f  Ind ia /S ta te /UT Gover nmen t  f o r  

co r rup t  and  f raudu len t  p rac t i ces  o r  b lack l i s ted.  

h .  Submi t ted  a proposa l  w i th  p r i ce  ad jus tment /var ia t ion  p rov is ion .  

Please note  that  the Indian  Counc i l  for  Cu l tura l  Rela t ion  ( ICCR) ,  New  Delh i  

reserves  the  r ight  to  carry out  the  capabi l i ty  assessment  o f  the  “Bidder”  

and  the  ICCR's  dec ision shal l  be  f ina l  in  th is regard .  

6 .0     Eva lu at ion Process  

A two-s tage p rocedure ( i . e  Pre -Qua l i f ica t ion cr i ter i a ,  Techn ica l  B id  and  

F inanc ia l  B i d)  w i l l  be  adopted  fo r  eva luat i on  of  proposa ls .  The  p rocess  fo r  

eva lua t ion  o f  p roposa ls  i s  as  g iven  below :  

6.1  Pre-qual i f icat ion  Cr i ter ia  Eva luat ion :   

i .  Pre l im inar y scru t i ny o f  the  Proposa ls  fo r  e l i g i b i l i t y  w i l l  be  done to  de te rmine  

whether  the  Proposa ls  a re  comp lete ,  whether  the  documen ts  have  been  

proper l y s igned ,  whe ther  any computat i ona l  e r ro rs  have been made,  and  

whether  t he  Proposa ls  ar e  genera l l y  in  or der .  Proposa l s  not  con fo rm ing  to  

Prequal i f i ca t ion  e l ig ib i l i t y  c r i te r ia  sha l l  be  re jec ted  summar i l y .  Proposal  

responses con forming to  p re l im inar y scru t in y sha l l  be  checked  fo r  

con fo rmance to  t he  p requa l i f i ca t ion  e l ig ib i l i t y  c r i te r ia .  Non-con fo rm ing  

Proposa l s  sha l l  be ou t  r igh t l y  re j ec ted .  

i i .  Bidder  to  sub mit  a  copy of  the  Let te r  /Cert i f icate  show ing the va l id i ty  o f  

be ing  empane l led w ith  Cert - in .   

i i i .  Con fo rmance to  RFP/Scope o f  work  

 

a .  Technica l  E va luat ion :  An Eva lua t ion Commi t tee  w i l l  assess a l l  the  b ids  

rece ived .  Techn ica l  P roposa ls  wou ld  be  opened on ly f o r  those  b idders ,  who  

have  been qua l i f i ed  dur ing the  Prequa l i f i ca t ion  Evalua t ion  o f  Pr oposa ls .  I f  a  

Techn ica l  Proposa l  i s  de te rm ined as not  substan t ia l l y  respons ive ,  I nd ian  

Counc i l  f o r  Cu l tu ra l  Re lat ion  ( ICCR) ,  New  De lh i  w i l l  re jec t  i t .   

b .    F inancia l  Eva luat ion .   

I t  w i l l  be  on  lumsump pr i ce  quo ted b y the  b i dder  inc lud ing taxes and  du t ies .  

7.0  Aw ard  and Du rat ion  of  the  w ork 

On accep tance  o f  P roposa l  fo r  award ing the  con t rac t ,  I nd i an  Counc i l  f o r  Cu l tu ra l  

Re la t ion  ( I CCR) ,  New  De lh i  w i l l  not i f y  the successfu l  b idder  i n  w r i t ing tha t  the i r  

p roposa ls  have  been accep ted .   



 

The successful  b idd er  has  a  per iod o f  7  days to  s tar t  the w ork .  The successfu l  

b idder  i s  expected  to  comple te  the  work  as  per  the  tab le  a t  Ann exure-3 .  

8.0   Subcont ract ing  and /or  Outsourc ing o f  Work  

Outsourc ing /  subcont rac t ing  o f  work  w i l l  no t  be  perm iss ib le  in  any fo rm.  The  

se lec ted b idder  a f te r  the  award o f  the con t rac t ,  pursuan t  t o  th is  RFP sha l l  no t  

subcon t rac t ,  t ransfe r ,  o r  ass ign any por t ion  o f  the  cont rac t  and i f  awarded  a  

con t rac t  pur suan t  t o  th is  RF P,  the  se lec ted  vendor  sha l l  be  the  so le l y and who l l y  

respons ib le  to  per fo rm the  work .  Subcont rac t ing /ou tsourc ing  w i l l  l ead  to  

te rmina t ion  of  con t rac t  and  fo r fe i ture  o f  Per fo rmance Guaran tee .  

9 .0   Ter mina t ion  of  t he  W ork  

The  Ind ian  Counc i l  fo r  Cu l tu ra l  Rela t ion ( ICCR) ,  New  De lh i ,  w i t hou t  pre jud ice  to  i t s  

r igh ts  under  the Cond i t ions o f  tender  o r  any other  remedy for  b reak  of  Con t rac t ,  

sha l l  have  the  r igh t  t o  te r mina te  con t rac t  o f  t he  Aud i to r  a t  any t ime ,  i f ,  the Aud i to r  

b reaches any o f  t he te rms and  cond i t ions –  

•  Ment ioned  in  th is  documen t  o r  in  t he  Award  of  Cont rac t ;  

•  As de f ined  by CE RT- IN,  Depar tment  o f  In fo rma t ion  techno logy,  M in  .o f  

In fo rmat ion  Techno logy,  G overnment  o f  Ind ia  

•  The con t rac t  may a lso  be  termina ted  in  case ,  the  In fo r mat ion  Techno logy 

Depar tment  i s  o f  t he  v iew  that  t he  Aud i to r ’ s  per fo rmance o r  com petence fa i l s  

to  meet  t he  s tandards  requi red  fo r  the  Aud i t  ass ignment .  

 
10.0  Payment  Terms and  Condi t ions 

i .  The  b idder  w i l l  o f fe r  commerc ia l  quo te ,  based  on f ixed  cost  as  per  the  

Payment  schedu le  a t  Annexure  3  inc lus ive  o f  G ST,  Serv ice  Tax e t c . ,  i f  an y 

and  Ind ian  Counc i l  f o r  Cu l tura l  Rela t ion ( ICCR),  New De lh i  w i l l  no t  pay an y 

add i t iona l  amount  o ther  than  ind i ca ted  in  t he  of fer .  

i i .  TDS w i l l  be deducted  at  source  fo r  any paym en t  made,  as  per  ru les  o f  

Governmen t  o f  Ind ia .  

i i i .  Ind i an  Counc i l  f o r  Cu l tu ra l  Re la t ion  ( ICCR) ,  New  Delh i  w i l l  ne i t her  p rov ide  

nor  re imbur se  expend i ture  towards any t ype o f  accom modat i on ,  t rave l  t i cke t ,  

a i r fa res ,  t ra in  fares ,  ha l t ing  expenses,  t ranspor t ,  l odging ,  boar d ing  e t c .  

i v .  Ind i an  Counc i l  for  Cu l tura l  Re lat ion  ( ICCR) ,  New  De lh i  ma y impose  pena l t y,  

in  case  o f  de la y o f  any de l i ve rab les  a t  t he ra te  of  0 .5% per  week  de la y,  

e i ther  f o r  comple t ion of  aud i t  exerc ises  or  submiss ion  o f  d ra f t  repor ts ,  

sub jec t  to  a  max imum of  30 % of  t he  to ta l  cos t ,  for  a l l  de lays  a t t r ibu tab le  

d i rec t l y  t o  the  Aud i t  F i rm/Compan y.  

v .  The  aud i t  f i rm/company sha l l  keep  i n fo rmat ion  re l a ted  to  th is  p ro jec t  

con f iden t ia l  and  w i l l  no t  d ivu lge  to  outs ide  agenc ies  w i thou t  w r i t ten consent  



 

f rom Ind ian  Counc i l  f or  Cu l tu ra l  Re la t ion  ( ICCR) ,  New  De lh i .  

v i .  The  Cer t - in  em panel led  audi to r  sha l l  i ssue /submi t  to  ICCR the Secur i t y  Aud i t  

Cer t i f i cate and  confo rmance to  t he  Check l i s t  for  UIDAI  befo r e re lease  o f  

paymen t .  

11.0  Audi t  En vironment  

The Aud i t  sha l l  be  conducted  a t / f rom ICCR of f i ce  Azad  Bhawan,  IP  Esta te ,  

New  De lh i -11002  by  the  successfu l  b idder  access ing  remote ly a long  w i th  

au thor i zed  person/c reden t ia l s  f rom ICCR,  the NIC Data  Cent r e  where the  

Server  and  Appl ica t ions are  hosted .  The  aud i to rs  f rom the i r  own loca t ion  w i l l  

car r y out  ex te rna l  aud i t .  However  t he  success fu l  b i dder  needs  to  take  the  

requ i red  perm iss ion  f rom the  par t i cu la r  Depar tment .  The  success fu l  b idder  

sha l l  ag ree w i th  t he  Non- Disc l osure  Agreemen t  (NDA)  as  spec i f ied  in  th i s  

RFP.    

12.0  Indemnit y  

The Aud i to r  sha l l  i ndemni f y,  and keep  indemni f ied ,  ICCR aga ins t  a l l  c la ims,  

demands,  ac t ions,  costs ,  expenses ,  ( inc lud ing  w i thou t  l im i ta t ion ,  damages fo r  an y 

loss  o f  bus iness,  bus iness in te r rup t ion ,  loss  o f  bus iness  i n fo rma t ion  o r  o t her  

ind i rec t  loss) ,  a r i s ing  f rom or  incur red  b y reason  of  any th i rd  par t y c la ims aga ins t  

ICCR ar i s ing  f rom the b reach by the  Aud i to r  o f  any o r  a l l  o f  i t s  ob l iga t ions under  

the  Cont rac t  w i th  the  ICCR.   

13.0 Responsib i l i t ies  of  the  aud i tor  

The Aud i tor  sha l l  ensure  tha t :  

i .   The  audi t ing  i s  ca r r ied out  s t r i c t l y  in  accordance w i th  the te rms and  

cond i t ions  s t ipu la ted  in  the  audi t  ass i gnment  con t rac t  as  we l l  as  genera l  

expec ta t ions o f  the  aud i tee  f rom an aud i to r .  

i i .  A l l  app l i cab le  codes  of  conduct  and  aud i t ing s tandards  a re adhered  to  

w i th  due  p ro fess iona l  ca re .  

i i i .  The  aud i t  repor t  i s  submi t ted  to  ICCR New De lh i .  

14.0 Liabi l i t y  in  Respect  Of  Damage  

The Aud i to r  sha l l  make  good  or  compensa te  fo r ,  a l l  d i rec t  damage occur r ing  

to  webs i te  and  web appl ica t ions o f  the  respec t i ve  depar tm ent  and/o r  ICCR in  

connect i on w i th  th is  Cont rac t  f or  ca r ry ing ou t  aud i t .  

 
Prov ided  tha t  t h i s  C lause shal l  no t  app l y i f  t he Audi to r  is  ab le  to  show  tha t  

any such  damage is  caused  o r  con t r ibu ted  to  by the  neg lec t  o r  de fau l t  o f  the  

respec t ive  Depar tment .  The  secur i t y  aud i to r ’ s  l i ab i l i t y  w i l l  be l im i ted  to  the  

cost  o f  se rv ice  p rov ided .  De fau l t  or  neg lec t  by the Aud i to r  w i l l  i nc lude  bo th  



 

mal ic ious  and non-  m al i c ious e r ro r s  and  p ro jec t  m ismanagement .  

15.0 Qua l i t y  Of  Au di t  

The se lec ted  vendor  w i l l  ensur e  tha t  t he  aud i t  ass ignmen ts  a re  car r ied  ou t  in  

accordance  w i th  app l icab le  gu ide l ines and s tandards  as  ment ioned  in  t h i s  

document  and  terms and  cond i t ions spec i f ied  by the  CERT- IN,  Depar tment  o f  

In fo rmat ion  Techno logy,  M in .  o f  In fo rmat ion Techno log y,  and  Government  o f  

Ind ia .  

16.0 Conf ident ia l i t y  and  copyright  

In fo rmat ion  re la t ing  to  the  exam inat ion,  c la r i f i ca t ion  and com par ison  o f  the  

Proposa l s  sha l l  not  be  d isc losed  to  any b idder  o r  any o ther  persons .  The  

undue use  b y any b idder  o f  con f iden t ia l  i n fo rma t ion re la ted  to  the  p rocess 

may resu l t  in  re jec t ion  o f  i t s  Proposa l .  Dur ing  the  execu t ion o f  the  pro jec t  

excep t  w i th  the pr io r  w r i t ten  consent  o f  t he  ICCR.  The  Consu l tan t  and i t s  

personne l  sha l l  no t  a t  an y t ime commun ica te to  an y per son  o r  en t i t y ,  an y 

con f iden t ia l  i n fo rm at ion acqui red  in  the  course  of  t he  aud i t ing .  A l l  rec ip ien ts  

o f  tender  documents ,  whether  they submi t  a  tender  o r  not ,  sha l l  t rea t  t he  

de ta i l s  o f  t he  documents  as  p r i vate  and con f iden t ia l .  Copyr ight  in  t he  

documents  prepared by the  b idder  is  reser ved  to  the  ICCR.  The  Aud i to r  sha l l  

ensure  that  h is  emp lo yees,  se rvan ts ,  agen ts  and  sub-con t r ac to rs  keep  

con f iden t ia l  a l l  i n fo r mat ion  in  whatever  form i t  i s  ob ta ined,  p roduced o r  

der i ved  f rom or  re la ted  to  the  car r y ing  ou t  o f  i t s  ob l iga t ions under  th is  te rm s  

and  cond i t ions  as  wel l  as  the Cont rac t  w i th  the  ICCR.  

 
17.0 Val id i t y o f  Proposals  

The b i dder  p roposa l  sha l l  rema in  va l i d  fo r  a  per iod  o f  60 da ys  beyond the  

c los ing  da te  of  the  tender .  

 

18.0 Right  to  Accept /Reject  Propo sals  

The Ind ian Counc i l  f o r  Cu l tura l  Re la t ion ( ICCR),  New  De lh i  r eser ves the  

r igh t  t o  accep t  o r  re jec t  any Proposa l ( s )  a t  an y t ime p r ior  to  award  o f  

con t rac t ,  w i thou t  thereby incur r ing  an y l iab i l i t y  to  t he  a f fec ted  Respondent ( s)  

or  any ob l iga t ion to  in fo rm the af f ec ted  b idder  ( s )  o f  t he  g rounds for  such  

dec is ion .  

 
19.0 F raud and  Corrupt ion  

The Consu l tan ts  se lec ted  th rough th is  RFP must  observe  the  h ighest  

s tandards o f  e th i cs  dur ing  the  per fo rmance and  execu t ion  o f  such  con t rac t .  

In  pursuance o f  th is  po l ic y,  Ind ian  Counc i l  for  Cu l tu ra l  Re la t ion  ( ICCR) ,  New 

De lh i :  



 

a.  Def i nes,  tha t  f o r  such  purposes,  t he  te rm s se t  f o r th  w i l l  be  as  fo l lows:  

i .  "Cor rupt  p rac t i ce"  means the  o f fe r i ng,  g iv i ng ,  rece iv ing o r  so l i c i t i ng  o f  

any th ing  o f  va lue  to  i n f luence  the  ac t ion  of  Ind ian  Counc i l  for  Cu l tu ra l  

Re la t ion  ( ICCR) ,  New  De lh i  o r  an y per sonne l  o f  Consu l tan t (s )  in  

con t rac t  execut ions.  

i i .  "F raudu len t  p rac t i ce"  means a  m is-p resen ta t i on  o f  fac t s ,  in  o r der  to  

in f luence a  procurement  p rocess  or  t he  execut ion  o f  a  con t rac t ,  to  

Ind ian Counc i l  fo r  Cul tu ra l  Re lat ion  ( ICCR) ,  New  De lh i ,  and  i nc ludes  

co l lus ive  p rac t ice  among b idder s  (p r io r  to  o r  a f te r  Proposa l  

submiss ion)  des igned  to  es tab l i sh Proposa l  p r i ces  a t  a r t i f i c ia l l y  h igh  

o r  non- compet i t ive  leve ls  and to  depr i ve  ICCR o f  the  benef i t s  o f  f ree  

and  open compet i t i on ;  

i i i .  “Un fa i r  t rade  p rac t i ces”  means supp l y o f  se rv ices d i f fe rent  f rom what  

is  o rdered  on ,  o r  change in  t he  Scope o f  W ork  

i v .  ”Coerc ive  p rac t i ces”  means harm ing  o r  threa ten ing  to  harm,  d i r ec t l y  o r  

ind i rec t l y ,  persons or  the i r  p roper t y to  in f luence the i r  par t i c ipat ion  in  

the  execu t ion  of  con t r ac t .  

b .  Sha l l  re j ec t  a  p roposa l  for  award,  i f  i t  dete rm ines  tha t  the  b idder  

recommended fo r  award ,  has been engaged in  cor rup t ,  f raudu len t  o r  

unfa i r  t rade prac t ices .  

c .  Sha l l  dec la re  a  Consu l tan t  ine l ig ib le ,  e i ther  inde f in i t e l y o r  f or  a  s ta ted  

per iod  o f  t ime,  fo r  award ing  the  con t rac t ,  i f  i t  a t  an y t ime de te rmines  

tha t  the  Consu l tan t  has been engaged in  cor rupt ,  f raudulen t  and  un fa i r  

t rade  p r ac t i ce in  com pet ing  fo r ,  or  in  execut ing,  t he  con t rac t .  

 

20.0 Clar i f icat ions and amendments o f  RFP Docu ment  

 

20.1  RFP C la r i f i cat ions  

Dur ing  Pre Qua l i f i cat ion  and Techn ica l  E va lua t ion  o f  t he  Proposa ls  Ind ian  

Counc i l  for  Cu l tu ra l  Re la t ion  ( ICCR) ,  New Delh i  ma y,  a t  i t s  d iscre t ion ,  ask  

b idders  f o r  c la r i f i ca t ions on  the i r  p roposal .  The  b idders  ar e  requ i red  to  

respond w i th in  the  pr escr ibed  t ime f ram e.  

20.2  A mendments  in  RFP  

At  any t ime p r io r  to  dead l ine fo r  submiss i on  of  p roposa l ,  Ind ian Counc i l  fo r  

Cu l tura l  Re la t ion  ( ICCR) ,  New  De lh i  may fo r  any reason ,  mod i f y the  RF P.  

The p rospect ive  b idders  hav ing  rece ived  the RFP sha l l  be  no t i f i ed  of  the  

amendments  th rough webs i te  and  such  amendm ents  sha l l  be b ind ing  on  

them.  



 

 
21.0 Force Majeure  

I f  the per formance  as  spec i f ied  in  t h is  o rde r  is  p reven ted,  res t r ic ted ,  de layed  

or  in te r fe red  by  reason  o f :  

-  F i re ,  exp los i on ,  c yc lone ,  f loods  

-  W ar ,  revo lut ion ,  ac t s  o f  pub l i c  enemies,  b lockage o r  embargo  

-  Any law ,  o rder ,  p roc lamat ion ,  o rd inance ,  demand or  requi remen ts  o f  an y 

Governmen t  o r  au thor i t y  or  represen ta t i ve  o f  an y such  Government  

inc lud ing  res t r i c t  t r ade  p rac t i ces  or  r egu la t ions.  

-  S t r ikes ,  shu tdowns o r  labour  d i spu tes  wh ich  are  not  i ns t iga ted  fo r  t he  

purpose  o f  avo id ing  ob l iga t ions here in ,  or  

-  Any o ther  c i r cum stances beyond the  con t ro l  o f  t he  par t y a f fec ted then  

no tw i ths tanding  anyth ing  here befo re  con ta ined ,  the par t y a f fec ted  sha l l  

be  excused f rom i t s  per formance to  t he ex tent  such  per formance  re la tes  

to  preven t ion ,  res t r ic t ion ,  de lay or  in te r fe rence  and  p rov ided  the par t y 

so af fec ted  uses  i t s  bes t  e f fo r ts  to  remove such  cause  o f  non-

per fo rmance and  when removed the  par t y shal l  cont i nue  per formance 

w i th  u tmost  d i spa tch .  

 

22.0 Arbi t rat ion 

In  the event  o f  a  d i spu te  or  d i f fe rence  o r  d i f f erence  o f  any na ture  

whatsoever  be tween the  Aud i t  f i rm/company and  ICCR dur ing  the cour se  

o f  the ass ignment  ar is ing  as  a  resu l t  o f  th i s  o rder ,  the  mat te r  sha l l  be  

re fer red to  Arb i t ra t ion  as  per  Arb i t ra t ion & Reconc i l i a t ion  Act ,  1996.  

 

Fo l low-Up and  Compl iance  

The  Audi t  f i r m/company i s  requ i red  to  f o l low -up w i th  Ind ian  Counc i l  f or  

Cu l tu ra l  Re la t ion  ( ICCR) ,  New  De lh i  and  the  concerned  Depar tmen t  fo r  

compl iance .  The Aud i t  f i rm /compan y has to  submi t  a  sum mar y comp l i ance  

repor t  a t  end  o f  each  task  and  the  f ina l  r epor t  should  be cer t i f y  tha t  the  

webs i te /web app l i ca t ions  (shou ld  be  men t ioned  the  name of  the  webs i te  

and /o r  web appl ica t ions )  i s  “Cer t i f i ed  fo r  Secur i ty  “ .  

23.0  Ex i t  Plan :  

The Par tner  w i l l  p rompt l y  on  the commencemen t  o f  the  ex i t  management  per iod  

supp l y  t he  fo l low ing :  

•  Documenta t ion  re l a t i ng  to  webs i te  aud i t  In te l lec tua l  Proper t y R igh ts  ;  

•  Data and  con f i den t ia l  i n fo rmat ion  

•  The te rms o f  paym ent  as  s ta ted  in  t he  Terms o f  Pa yment  Schedu le  



 

in c lude  the  costs  o f  the Par tner  comply i ng  w i th  i t s  ob l iga t ions  under  

th is  Schedule .  

•  Dur ing the  ex i t  management  per iod ,  t he  Par tner  sha l l  use  i t s  best  

e f fo r t s  to  de l i ve r  t he  serv ices.  

23.0  Scope of  the  Work  

 
B idders  wou ld  be  expected  to  per form the  fo l low ing  tasks fo r  W ebs i te  and  the  web-  
app l i ca t ion Secur i t y  to  ana l yze  and  rev iew  the  webs i te /appl ica t ion secur i t y .  The  
aud i tors  w i l l  have to  car r y ou t  an  assessment  o f  the vu lner ab i l i t i es ,  t hreat s  and  
r isks  that  ex is t  in  webs i te  th rough In te rne t  Vu lnerabi l i t y  Assessment  and  
Penet ra t ion  Test ing .  Th is  w i l l  i nc lude  iden t i f y ing remed ia l  so lu t ions and  
recommenda t ions for  imp lementat i on  o f  t he same to  m i t iga te a l l  ident i f i ed  r i sks ,  
w i th  the ob jec t i ve  o f  enhanc ing  the  secur i t y  o f  t he webs i te .  The  b idder  w i l l  a l so  be  
expec ted  to  p ropose  a  r i sk  mi t igat i on  s t r a teg y as  we l l  as  g ive  spec i f i c  
recommenda t ions to  tack le  the  r es idua l  r i sks  emerg ing  ou t  o f  iden t i f ied  
vu lnerab i l i t ie s  assessment .  The  webs i te  and  W eb-appl ica t ion  should  be  aud i ted as  
per  t he  Indus t r y Standards and  a lso  as  per  t he  OW ASP (Open W eb App l ica t ion  
Secur i t y  Pro jec t )  mode l .  The  aud i to r  is  expec ted  to  subm i t  t he  f ina l  aud i t  repor t  
a f te r  the  rem ed ies / recom mendat ions  a re  implemented .  The  f ina l  r epor t  w i l l  cer t i f y  
the  par t icu la r  webs i te /web app l i ca t i on  “ Cer t i f i ed  for  Secur i t y” .  The  W ebs i te  secur i t y  
aud i t  repor t s  shou ld  con ta i n  t he  deta i l s  as  per  t he  des i red fo rmat  o f  N IC C loud  &  
Secur i t y  f o r  accep tance .  
 
Secur i ty  Au di t    

 

Pr im ar y ob jec t ive  o f  the  secur i t y  aud i t  exer c ise  i s  to  ident i f y ma jo r  
vu lnerab i l i t ie s  in  the  web app l ica t ion  f rom in te rna l  and  ex te rna l  t hreat s .  Once  
the  threa ts  are  ident i f ied  and  repor ted  the aud i to rs  shou ld  a l so  suggest  poss ib le  
remed ies .  

 

Techn ica l  De ta i l s  o f  t he  app l i ca t ions a re  as  be low bu t  no t  l im i ted to ;  

 

1.  On l ine  Assessment  Websi te  app l icat ion  w ww .dbt . iccr .go v. in  

 

S.  No.  In format ion About  the App l icat ion  Vers ion  and Count   
    

1  Database  MS SQL 8 .0 .17   
    

  PHP  7.1 .31   

2  
Deve lopment  p la t fo rm fo r  
app l i ca t ion    

3  Root  Fo lder    

4  Adm in  Pane l  Root  –  4  ( Dynamic)1   

5  Ma i le r  Fo lder  Root  -7 (Dynamic)   

    

    

    

 Tota l  Pages  
11( Dynamic)  *  approx  

 
   

    

 



 

2)  Onl ine  App l icat ion t o  dow nload  E-Cert i f i cate  
 

B r ie f  about  t he  

App l i cat ion   

DBT App u t i l i t y  i s  an open sour ce  web based  

app l i cat ion fo r  manag ing DBT app l i cab le  schemes  

data .  I t  can  manage benef ic ia r ies  and  the i r  

t ransact ion  e lec t ron i ca l l y ,  which would p rov ide  

rea l  t ime repor ts  t o  au thor i zed user (s) .  

   

   
    
    

URL o f  the  App l i cat ion  h t tps : / /db t . iccr .gov. in  

(Secur i t y  aud i t  i s  t o  be  
done  on ly f or  ce r t i f i ca te  
sub  fo lder )  

   

   

 

Dynamic  Pages   40    
    

Deve lopm ent  
Env i ronment   PHP  7.1 .31   

    

Da tabase   MS SQL 8 .0 .17   
     

 
 

The scope of  the  proposed  audi t  tasks  is  g iven  be low .  The aud i t  f i rm/company 

w il l  be  required to  p repare  the  ch eck l is t / reports  

 
23.1   Task 1:  Web S ecur i t y  Audi t /  Assessment  

Check  var ious  web at tacks and  web appl i ca t ions  fo r  web a t tacks.  The  var ious 

checks /a t tack s /Vu lnerab i l i t i es  shou ld  cover  the  fo l low ing  o r  any t ype  o f  a t t ack s,  

wh ich  are  vu lnerab le  to  the  webs i te /W eb-app l i cat i on .  

▪ Vulnerabi l i t i e s  t o  SQL  In jec t ions  

▪ CRLF in jec t ions 

▪ Di rec to r y Tr aversa l  

▪ Authen t ica t ion  hack ing /a t tack s  

▪ Password  s t reng th on  authen t ica t ion  pages  

▪ Scan Java  Scr ip t  fo r  secur i t y  vu lnerab i l i t i e s  

▪ Fi le  inc lus ion a t tacks  

▪ Explo i tab le  hack ing  vu lnerab le  

▪ W eb server  in fo rmat ion secur i t y  

▪ Cross s i te  scr ip t ing  

▪ PHP remote scr ip t s  vu lnerab i l i t y  

▪ HTTP In jec t ion  

▪ Phish ing a  webs i te  

▪ Buf fer  Over f lows ,  I nva l i d  i npu ts  ,  i nsecure  s to rage  e tc  .  



 

▪ Other  an y a t tacks,  wh ich a re  vu lnerab i l i t y  t o  the  webs i te  and  web-  

app l i ca t ions.  

 

 

 

 

23.2  To ensure  tha t  the web based  app l i cat i ons fo r  On l ine  Assessm ent  Too l  o f  
ICCR and E-  Cer t i f i ca te app l i ca t ions ar e  f ree  f rom the vu lnerab i l i t ie s .  The  
aud i t  exer c ise  w i l l  need  to  under take  the fo l low ing ac t i v i t ie s :  

 

 
 
A 1  -  C ross  S i t e  
S c r i p t i ng  (XS S)  

X SS  f l aws  oc cur  w hen e ver  a n  a p p l i ca t i on  t ake s  user  supp l i e d  
da t a  a nd  s en ds  i t  t o  a  we b  b r ows er  w i t h o u t  f i r s t  va l i da t i ng  o r  
enc od i ng  t h a t  con t en t .  XS S a l l ow s  a t t ac kers  t o  e xec u te  sc r i p t  
i n  t he  v i c t im ' s  b rowser  wh i ch  ca n  h i j ack  us er  sess i ons ,  
de f ace  w e b s i t es ,  po ss ib l y  i n t r od uce  w o rm s ,  e t c .  

 
 

A 2  -  I n j ec t i o n  F l aws  
 
 
 

I n j ec t i on  f l aw s ,  p ar t i cu la r l y  SQ L i n jec t i o n ,  a r e  com m on in  we b  
ap p l i ca t i o ns .  I n j ec t i on  occurs  wh en  user - s u pp l i ed  d a t a  i s  sen t  
t o  a n  i n t e r p r e te r  as  par t  o f  a  com ma nd  o r  qu er y .  T h e  
a t t ac ker ' s  h os t i l e  d a t a  t r i c ks  t he  i n t e rp r e t e r  i n to  e xec u t i ng  
un i n t e n d ed  com m an ds  o r  cha n g i n g  da t a .  

 
 
A 3  -  M a l i c i ous  F i le  
E xecu t i on  

C o de vu ln er ab l e  t o  rem ote  f i l e  i nc l us ion  (R FI )  a l l ows  a t t ackers  
t o  i nc lud e  hos t i l e  cod e  a nd  d a t a ,  r esu l t i ng  i n  devas t a t i n g  
a t t ac ks ,  suc h  as  t o ta l  se rver  com pr om ise .  Ma l i c i ous  f i l e  
e xecu t i o n  a t t ac ks  a f f ec t  PH P,  XM L an d  an y  f r am ew ork ,  wh i ch  
accep ts  f i l en am es  o r  f i l es  f r om  users .  

 
 
A 4  -  I ns ecur e  D i re c t  
Ob jec t  R e f e ren c e  

A  d i r ec t  o b jec t  r e f e r en ce  occurs  wh en  a  d eve lop er  e xpos es  a  
re fe r e nce  t o  an  i n t e rn a l  i mp l em ent a t i o n  o b j ec t ,  such  as  a  f i l e ,  
d i r ec to r y ,  d a ta b ase  r ecor d ,  o r  ke y ,  as  a  URL o r  f o rm  
par am et e r .  A t t acke rs  can  m a n ip u l a t e  t hos e  re fe r e nc es  to  
acces s  o ther  o b j ec t s  w i t ho u t  a u t hor i za t i o n .  

A 5  -  C ros s  S i t e  R e qu e s t  
F org ery  (CS RF )  

A  CSR F a t tac k  f o r ces  a  l o g ge d- on  v i c t im ’s  b rows er  t o  se nd  a  
p re -  a u th e n t i ca te d  re q ues t  t o  a  vu ln er ab l e  w eb  a pp l i ca t i o n ,  
wh i ch  t he n  fo r ces  th e  v i c t im ’ s  b row ser  t o  p er f o rm  a  hos t i l e  
ac t i on  t o  t he  b e ne f i t  o f  t he  a t t acker .  CS RF  can  b e  as  
po wer f u l  as  t h e  we b ap p l i ca t i on  t ha t  i t  a t t acks .  

A 6-  I n fo rm at i on  L e aka g e  
an d  Im pr o p er  E r r o r  
Ha nd l i n g  

A pp l i ca t i on s  can  u n i n t en t i on a l l y  l eak  i n fo rm a t i on  a b ou t  t h e i r  
con f i g u r a t i on ,  i n t e rn a l  work i ngs ,  o r  v i o l a te  p r i vacy  t h ro ug h  a  
va r i e t y  o f  ap p l i ca t i o n  p rob l e ms .  A t tack ers  use  th i s  weak n ess  
to  s tea l  s e ns i t i ve  d a t a ,  o r  con d uc t  m ore  ser i o u s  a t t ack s .  

A 7-Brok en  
A u th e n t i c a t i on  a n d  
S ess ion  Ma na g em e nt  

A ccoun t  c re de n t i a l s  a n d  sess i on  tok ens  a r e  o f t en  n o t  p r op er l y  
p ro t ec t e d .  A t t ackers  com prom ise  p as swords ,  k e ys ,  o r  
au t h en t i ca t i o n  t ok ens  t o  assum e o t h er  users#  '  i den t i t i es .  

A 8- Insec ure  
Cryp t o gra p h i c  S to ra ge  

W eb app l i ca t i ons  ra r e l y  use  c r yp t o gra p h i c  f unc t i ons  p r ope r l y  
t o  p r o te c t  d a t a  a n d  c rede n t i a l s .  A t t ackers  use  we ak l y  
p ro t ec t e d  d a ta  t o  con duc t  i de n t i t y  t he f t  a n d  o t her  c r i m es ,  
such  as  c red i t  ca rd  f r a u d .  

A 9- Insec ure  
Com m un ica t i o ns  

A pp l i ca t i on s  f r e qu e n t l y  f a i l  t o  enc ryp t  ne tw or k  t r a f f i c  when  i t  
i s  necess ary  t o  p ro t ec t  sens i t i ve  com m un ica t i o ns .  

A 10-F a i l u r e  t o  
Res t r i c t  URL A cces s  

F req u en t l y ,  a n  a p p l i ca t i on  o n l y  p r o tec t s  sens i t i ve  f u nc t i on a l i t y  
by  p r e ve n t i n g  t h e  d i sp l ay  o f  l i nk s  o r  UR Ls  to  u na u t ho r i ze d  
users .  A t t ac kers  can  use  th i s  we ak n ess  to  access  an d  
per f o rm  u na u t hor i ze d  op er a t i o ns  by  acc ess ing  t hos e  U RLs  
d i r ec t l y .  



 

i .  Ident i f y  the  secur i t y  vu l nerab i l i t i es ,  wh ich  may be d iscovered  dur ing  
webs i te  secur i t y  aud i t  inc lud ing  cross- s i t e  scr i p t ing,  Broken l i nks /W eak 
sess ion management ,  Bu f fe r  Over f lows,  Forcefu l  b rows ing ,  Form/  h idden  
f ie ld  man ipu la t ion ,  Command in jec t ion,  Insecure use  o f  c r yp tograph y,  
Cook ie pos ing,  SQL  in jec t ion ,  Server  miss- con f igura t ion ,  W e l l  known 
p la t fo rm vu lner ab i l i t ie s ,  Er rors  t r igger ing  sens i t ive  in fo rmat ion ,  leak  e t c .   

i i .  Ident i f ica t ion  and  p r io r i t i za t ion of  va r ious r i sks  to  the  ICCR on l ine  web 
app l i ca t ions;  

i i i .  Iden t i f y  remed ia l  so lu t ions and  r ecomm endat ions for  m ak ing  the  web 
app l i ca t ions secure .  

 
iv .  Under tak e user  pro f i l i ng and  sugges t  spec i f i c  access m ethodo log ies  

and  p r iv i l eges fo r  each  category o f  the  users  iden t i f i ed .  
 

v .  The  aud i to rs  w i l l  have  to  car r y ou t  an  assessment  o f  the  vu lnerab i l i t ie s ,  
th rea ts  and r isk s  tha t  ex is t  i n  ICCR Onl ine  web app l i cat ion th rough 
In te rne t  Vu lnerab i l i t y  Assessment  and Penet ra t ion  Test i ng .  Th is  w i l l  
in c lude  iden t i f y i ng  remed ia l  so lu t ions and  recommendat ions fo r  
imp lementa t ions o f  t he  same to  m i t iga te  a l l  i den t i f i ed  r i sk s ,  w i th  t he  
ob jec t i ve  o f  enhanc ing  the  secur i t y  o f  the sys tem.  

 
v i .  Bo th  the app l ica t ions  shou ld  be  aud i ted  as  per  t he  CERT- in  S tandards.  

The  aud i to r  i s  expected to  submi t  t he  f ina l  audi t  repor t  a f te r  the  
remed ies / recommendat ions  a re imp lemen ted  and con f i rmed w i th  re tes t .  

 
v i i .  The  Aud i t  F i rm/company has to  subm i t  a  sum mar y comp l iance  repor t  a t  

the  end  o f  the  assessmen t  phase and  the  f ina l  Repor t  w i l l  ce r t i f y  tha t  
ICCR web appl i ca t ions are  incomp l iance  w i th  the  NIC s tandards  

 

23.3 Del i verables  and Audi t  Reports  

 
The  successfu l  b idder  w i l l  be  requ i red to  submi t  t he  fo l low ing  documen ts  in  
p r in ted  fo r mat  (2  cop ies  each)  a f t er  the  aud i t  o f  above  m ent ioned two  web 
app l i cat ion :  

 
i .  A  de ta i led repor t  w i th  secur i t y  s ta tus  and  d iscovered  vu lnerab i l i t ie s  

weakness and  m is-con f igura t ions  w i th  assoc ia ted  r i sk  leve ls  and  
recommended act ions  fo r  r i sk  mi t iga t i ons.  

 
i i .  Summar y and  deta i led repor ts  on  secur i t y  r i sk ,  vu lnerab i l i t ie s  and  audi t  

w i th  the  necessar y  counte r  measures  and  recommended  cor rec t i ve  
ac t ions to  be under taken b y ICCR.  

 
i i i .  The  f ina l  secur i t y  audi t  cer t i f i ca te fo r  bo th  on l ine app l i ca t ions and  

shou ld  be  in  compl iance  w i th  the  NIC s tandards.   
iv .  A l l  de l ive rab les  sha l l  be  in  Eng l i sh  language and  in  A4  s ize  fo rm at .  

 
v .  The  vendor  w i l l  be  r equ i red  to  submi t  the  de l ive rab les  as  per  te rms  

and  cond i t ions  o f  t h i s  docum ent .  
 
v i .  The  cop y o f  t he  Cer t - in  Em panel led  Cer t i f i ca te  for  the compan y 

show ing  i t sva l i d i t y .  
 

 

 

 

 

 

 

 

 

 

23.4 Task2 Checkl is t  Ver i f icat ion and En dorsement  



 

 



 

23.5 Guidelines for the Auditor/Assessor: 
1. All below points need to be checked for the entire ecosystem of requesting entity including all 

applications, sub-contract agencies (where there are many sub-contractors reasonable 

sample agencies to the checked), Sub-AUAs (where there are many Sub-AUAs reasonable to 

be checked), physical and logical infrastructure of the requesting entity. 

2. The auditor/assessor is expected to mention details of the reason for compliance or non-

compliance in the remarks section 

3. The auditor/assessor is expected to provide reasonable evidences as part of the report to 

support the compliance status provided in the report 

4. The auditor/assessor may add further points in this checklist to include details of the 

specifications/requirements defined below. This is specifically for the points where the entire 

Regulation/ specification / notification / Circular / Policy etc. Has been mentioned as a single 

checkpoint. 

23.6  Checklist 
S.No     Compliance Control Yes/No Remarks 

1. Information to Aadhaar Number Holder   

a. The requesting entity should obtain consent of an 
individual before collecting their identity information for 
the purposes of authentication. The consent should be 
obtained in physical or preferably in electronic form. 

  

b. The requesting entity should ensure that the entity 
information of an individual is only used for submission 
to central Identities Data Repository for authentication. 

  

c. At the time of authentication (before obtaining consent), 
requesting entity should inform the Aadhaar number 
holder of the nature of information that will be shared by 
the Authority (UIDAI) upon authentication. 

  

d. At the time of authentication (before obtaining consent), 
requesting entity should inform the Aadhaar number 
holder of the uses to which the information received 
during authentication may be put by it. 

  

e. At the time of authentication (before obtaining consent), 
requesting entity should inform the Aadhaar number 
holder of the alternatives to submission of identity 
information 

  

f. The requesting entity should also ensure that the 
information listed in c,d, and e is also communicated in 
local language. 

  

g. The requesting entity should maintain the logs for: 
a. Record of consent of the Aadhaar number holder for    

authentication. 
b.  Record of disclosure of information (as mentioned in 

point (c), (d), (e) and (f) above) to the Aadhaar 
number holder for authentication. 

For any given Aadhaar number holder, whose identity 
information was collected, the requesting entity should 
be able to demonstrate that consent was taken and 
disclosure of information was made. 

  

h. The consent taken from the resident should in 
accordance with the Aadhaar Act, 2016 and its 
regulations. No umbrella 

  
 

S.No    Compliance Control Yes/No Remarks 

 consent should be taken for sharing e-KYC or Aadhaar  
number of the residents with other entities. 

  

i. If Applicable, the requesting entity should comply with 
the Notification No. 13012/79/2017/Legal-UIDAI (No. 6 
of 2017) dated 19

th
 December 2017 regarding “Process 

for placing and overriding bank accounts on Aadhaar 

  



 

Payment Bridge- National Payments Corporation of 
India (NPCI) Mapper”. The requesting entity should 
comply with the following: 
a. Override request pertaining to an Aadhaar holder 

should be accompanied by the name of his current 
bank on the APB mapper and confirmation from the 
requesting bank that it has obtained the requisite 
consent of the Aadhaar holder for switching to the 
requesting bank on the mapper. 

b.  Send request for mapping of a new account or 
overriding an existing bank account to NPCI only 
after taking explicit informed consent of their 
customers. 

c. Inform each account holder through sms and email 
within 24 hours that a request has been sent to NPCI 
to put his bank account on the mapper or, as the 
case may be, to change his bank account on the 
NPCI mapper (providing the name of current bank on 
the mapper and the last four digital of the account 
number of the new blank along with the bank name) 
and in case he does not want to put his new bank 
account on the mapper, then the customer should be 
provided a methodology to reverse this mapping. 

d. If a customer does not have email or mobile number 
and communication cannot be sent, then his physical 
signature on a paper consent form should be 
obtained prior to sending the request to NPCI 
mapper. 

e. The records of consents obtained in (b) and the 
communication made in Para (a), (b), and (c) and 
scanned copy of the consent form in (d) shall be 
retained for 7 years by the banks as per the UIDAI 
Regulations. 

f. Make available the aforesaid records at the time of 
audit as per the provisions of Aadhaar 
(Authentication) Regulations, 2016 

j. The requesting entity should make provisions for sharing 
the consent related information with visually/audible 
challenged divyangjan in an appropriate manner 

  

2. Security of the Authentication Devices and Applications 

a. Requesting entity should capture the biometric 
information of the Aadhaar number holder using certified 
and registered biometric devices. 

  

b. Requesting entity should necessarily encrypt and secure 
the biometric data at the time of capture. 

  

c. The client applications and software used for 
authentication should conform to standard APIs (latest) 
and specifications laid down by the authority. Sub-AUAs 
should use client applications (SDK) developed/digitally 
signed by AUA. 

  

d. After collecting necessary demographic and / or 
biometric information and/ or OTP from the Aadhaar 
number holder, the client application should immediately 
package and encrypt these input parameters into PID 
block before any transmission, and should send it to 
server of the requesting entity using secure protocols. 

  

S.No    Compliance Control Yes/No Remarks 

e. Requesting entity should ensure that encryption of PID 
Block takes place at the time of capture on the 
authentication device. 

  



 

f. In the case of assisted devices and applications where 
operators need to mandatorily perform applications 
functions, operators should be authenticated using some 
authentication scheme such as password, Aadhaar 
authentication, smart card based authentication, etc. 
Under no circumstances should the assisted devices 
and applications store the Aadhaar number, biometrics 
and/or e-KYC of the resident. 

  

g. The encrypted PID block should not be stored unless it 
is for buffered authentication for a short period of time 
and after transmission, it should be deleted. Biometric 
and OTP data captured for the purposes of Aadhaar 
authentication should not be stored on any permanent 
storage or database. 

  

h. Requesting entity should whitelist all the applications 
(Web/Android/ iOS or any other client applications) in 
public domain with requesting entity name, application 
name, logo and URL etc. The requesting entity should 
comply with all the requirements of UIDAI circular K-
11022/67/2017-UIDAI(Auth-II) dated 27 September 2017 
(Whitelisting of Aadhaar based applications developed 
by AUAs, KUA and Sub-AUA) 

  

i. The requesting entity should comply with all the 
requirement of UIDAI Circular K-11022/460/2016-
UIDAI(Auth-II) dated 28 February 2017. (Instruction for 
providing Authentication or eKYC Services by AUA KUA 
to Sub-AUA) 

  

3. Network, systems, key management and Data vault requirements 

a. Requesting entity should establish and maintain 
necessary authentication related operations, including 
own systems, process, infrastructure, technology, 
security, etc., which may be necessary for performing 
authentication. 

  

b. Requesting entity should establish network connectivity 
with the CIDR, through an ASA duly approved by the 
Authority, for sending authentication requests. 

  

c. Requesting entity should ensure that the network 
connectivity between authentication devices and the 
CIDR, used for sending authentication requests is in 
compliance with the standards and specification laid 
specifications laid down by the Authority for this 
purpose. 

  

d. Perform Source Code review of the modules and 
applications used for Authentication and e-KYC as well 
as vulnerability assessment and Configuration 
assessment of the infrastructure. 

  

e.  Requesting entity should employ only those devices, 
equipment, or software, which are duly registered with or 
approved or certified by the Authority or agency 
specified by the Authority for this purpose as necessary, 
and are in accordance with the standards and 
specifications laid down by the Authority for this 
purpose. 

  

f. Requesting entity should comply with all the 
requirements of UIDAI circular K-11020/204/2017-UIDAI 
(Auth-I) dated 22 June 2017 (Implementation of HSM by 
AUA/KUA/ASA). 

  

g. Requesting entity (which is allowed to store Aadhaar 
number) and other entities are mandatorily required to 
collect and store Aadhaar number and any connected 

  
 
 



 

data on a separate secure database/vault/system 
termed as “Aadhaar Data Vault”. This will be the only 
place where Aadhaar number and any connected data 
should be stored. Each Aadhaar number is to be 
referred by an additional key called as Reference key. 
Mapping of reference key and Aadhaar number is to be 
maintained in the Aadhaar Data Vault. The requesting 
entity should comply with all the requirements of the 
UIDAI circular K-11020/205/2017-UIDAI(Auth-I) DATED 
25 July 2017 (Circular for Aadhaar Data Vault). 

 
 

4. Security Framework Policies for requesting entity 

a. For better decoupling and independent evolution of 
various systems, it is necessary that Aadhaar 
number/Virtual ID be never used as domain specific 
identifier. In addition, domain specific identifiers need to 
be revoked and/or re-issued and hence usage of 
Aadhaar number is permanent lifetime number. 
Example: Instead of using Aadhaar number as bank 
customer id or licence number or student id, etc., always 
have a local, domain specific identifier and have the 
mapping in the backend database. 

  

b. A requesting entity shall maintain logs of the 
authentication transactions processed by it, containing 
the following transaction details, namely:- 
a. Specified parameters of authentication request 

submitted; 
b. Specified parameters received as authentication 

response; 
c. The record of disclosure of information to the 

Aadhaar number holder at the time of authentication; 
and  

d. Record of consent of the Aadhaar number holder for 
authentication, but shall not, in any event, retain the 
PID information, Aadhaar Number /Virtual ID 

  

c. The logs of authentication transactions should be stored 
for audit purposes for 2 years online and then archived 
for 5 year. 

  

d. Software to prevent malware/virus attacks should be put 
in place and anti-virus software installed to protect 
against viruses. Additional networks security controls 
and end point authentication schemes may be put in 
place. 

  

e. Periodic standard certification and audit process should 
be established for applications, devices, and overall 
networks across the ecosystem and also to ensure the 
compliance to standard security policy and procedure. 

  

f. Wherever possible, only the domain specific identifier 
should be captured at the device end and not the 
Aadhaar number/Virtual ID. For e.g. 
--- Wherever possible, requesting entities should only 
capture their domain specific identifier (bank a/c no, 
ration card no along with family member id, LPG 
customer account no, etc.) 
--- On the requesting entity server, when forming the 
authentication input XML, retrieve the Aadhaar number 
from requesting entity database using domain specific 
identifier. 

  

g. Requesting entity should ensure the license keys are 
kept secure and access controlled. 

  

h. Requesting entity should establish a Data privacy policy   



 

addressing the privacy aspects of Aadhaar as defined 
under the Aadhaar Act, Regulations and specifications. 
Such policy shall also be complaint to the Information 
Technology (Reasonable security practices and 
procedures and sensitive personal data or information) 
Rules, 2011. Such policy shall be published on the 
website requesting entity. 

S. No    Compliance Control Yes/No Remarks 

i. The requesting entity shall ensure that it has provisions 
for periodic reviews and assessments of its systems, 
infrastructure, etc., by a UIDAI empanelled or CERT-In 
empanelled agency to ensure compliance with Aadhaar 
Act, Regulations and specifications o an annual basis or 
as defined by UIDAI. 

  

j. Requesting entity should establish an Information 
Security Policy and Procedures addressing the security 
aspects of Aadhaar as defined under the Aadhaar Act, 
Regulations and specifications. 

  

5. Compliance Requirements 

a. The requesting entity has to set up an effective 
grievance handling mechanism and provide the same 
via multiple channels. 

  

b. The requesting entity should be in a compliance with the 
intellectual Property provisions as defined in the 
agreement with UIDAI. 

  

c. The requesting entity should comply with the Aadhaar 
Act, 2016 

  

d. The requesting entity should comply with the Aadhaar 
(Authentication) Regulations, 2016. 

  

e. The requesting entity should comply with the Aadhaar 
(Data Security) Regulations, 2016. 

  

f. The requesting entity should comply with the Aadhaar 
(Sharing of Information) Regulations, 2016. 

  

g. The requesting entity should comply with the UIDAIA 
Information Security police in respect to AUA/KUA 
available in the compendium on UIDAI official website. 

  

h. The requesting entity should comply with the Aadhaar 
Do’s and Don’ts available in the compendium on UIDAI 
official website. 

  

i. The requesting entity should comply with all the 
requirements of UIDAI circular K-11020/198/2017-UIDAI 
(Auth-II) dated 22 May 2017. (Registered Device 
Certification of Biometric Devices whose STQC 
certificate is already expired) 

  

j. The requesting entity should comply with all the 
requirements of UIDAI circular K-11020/630/2017-UIDAI 
(Auth-II) dated 31 May 2017. (Circular for AUA/KUA and 
ASA Agreements V 4.0.) 

  

k. The requesting entity should comply with all the 
requirements of UIDAI circular K-11022/460/2016-UIDAI 
(Auth-II) dated 6 July 2017 (Appointment of Sub-AUA-
Application & Undertaking) 

  

l. The requesting entity should comply with all the 
requirements of UIDAI circular K-11022/631/2017-UIDAI 
(Auth-II) dated 27 November 2017 (Sharing of e-KYC 
data with their Sub-AUAs) 

  

m. The requesting entity should comply with all the 
requirements of UIDAI circular K-11022/631/2017-UIDAI 
(Auth-II) dated 1 December 2017 (Discontinuation of 

  



 

partial match). 

n. The requesting entity should comply with all the 
requirements of UIDAI circular K-11020/217/2018-UIDAI 
(Auth-I) dated 10 January 2018 (Implementation of 
Virtual ID, UID Token and Limited KYC). 

  

o. The requesting entity should comply with all the 
requirements of UIDAI circular K-11022/219/2017-UIDAI 
(Auth-II) dated 15 January 2018 (Implementation of 
Face Authentication). 

  

p. The requesting entity should comply with all the 
requirements of UIDAI circular No. 04 of 2018, K-
11020/217/2018-UIDAI (Auth-I) dated 1

st
 May 2018 

(Implementation of Virtual ID, UID Token and Limited 
KYC). 

  

q. The requesting entity should comply with all the 
requirements of UIDAI circular No. 05 of 2018, K-
11020/217/2018-UIDAI (Auth-I) dated 16

th
 May 2018 

(Classification of Global AUAs and Local AUAs). 

  

r. The requesting entity should comply with all the 
requirements of UIDAI circular No. 06 of 2018, K-
11020/217/2018-UIDAI (Auth-I) dated 4

th
 June 2018 

(Implementation of Virtual ID, UID Token and Limited 
KYC). 

  

s. The AUAs should comply with Regulation number 15, 
Chapter-III, Aadhaar (Authentication) Regulations, 2016 

  

t. The KUAs should comply with Regulation number 16, 
Chapter-III, Aadhaar (Authentication) Regulations, 2016 

  

u. The Requesting Entity should comply with all relevant 
laws, rules and regulations, including, but not limited to, 
Aadhaar Act, 2016 and its Regulations, the Information 
Technology Act, 2000 and the Evidence Act, 1872, for 
the storage of logs. 

  

v. The Requesting Entity should comply with Regulation 
number 22, Chapter-III, Aadhaar (Authentication) 
Regulations, 2016 

  

w. The Requesting Entity should comply with Regulation 
number 23, Chapter-III, Aadhaar (Authentication) 
Regulations, 2016 

  

x. The Requesting Entity should comply with all the 
circulars, notices, mandates issued by UIDAI from time 
to time. 

  

 
Note: In case of any interpretation issues between this checklist and Aadhaar Act or Regulations, the 
requesting entity should rely on the Aadhaar Act, its Regulations and other specifications issued by 
UIDAI. 
 

Declaration by Audit Organization Refer Annexure-5 
I hereby declare that the above requirements have been audited and meet the UIDAI standards & 
specifications. 
Auditor Name: 
Auditor Signature: 
Date: 
Seal/Digital Sign/Company Seal 

 
23.7  Task  3 :  Re-Aud i t  based on  the Recommendat ions Repor t  f rom Task  1  

The  vendor  w i l l  be  r espons ib le  t o  p rov ide  a  de ta i led  recom mendat ions repor t  for  

the  vu lnerabi l i t i es  observed  f r om Task  1 .  



 

23.8  Task  4 :  Re,  Re-Audi t ,  i f  requ i red  based  on the  Recommendat ions Repor t  f rom  
Task  3  

 

I f  vu l nerab i l i t ie s  a re  obser ved  fo rm the  re -aud i t ,  t he  vendor  has to  prov ide  a  
deta i led recommenda t ions repor t  on the  vu lnerab i l i t ie s  obser ved  o r  found  f rom Re-  
au id t /Task3 .  The Ind ian  Counc i l  fo r  Cu l tu ra l  Re la t ion  ( ICCR) ,  New  Delh i  i s  
expec ted  that  a l l  vu lnerab i l i t i es  w i l l  be  r emoved  a t  t he  Task  3  s tage .  The  Aud i t  
f i rm /com pan y has to  submi t  a  summar y compl iance  repor t  a t  end  of  each task  and  
the  f i na l  repor t  shou ld  be  cer t i f y  tha t  the webs i te /web app l i cat ions (shou ld  be  
ment ioned  the  name  o f  t he  webs i te  and /or  web appl i ca t ions )  is  “Cer t i f i ed  fo r  
Secur i t y  “ .  
 

24.0  Del ive rables  and Au di t  Reports  

(a) The successfu l  b idder  w i l l  be  requ i r ed  to  submi t  the  fo l low ing  documents  

af te r  the audi t  for  each webs i te ,  as  ment ioned  below and the  aud i t  f i rm  must  

a l so submi t  suggest i ons /  recom mendat ions and o ther  de ta i led  s teps fo r  

enhanc ing  the webs i te  secur i t y  

(i) A de ta i l  repor t  w i l l  be submi t t ed  w i th  secur i t y  s ta tus  and  d iscovered  

vu lnerab i l i t ie s ,  weaknesses  and  mis-con f igura t ions  w i th  assoc iated  

r isk  l eve ls  and  recommended ac t ions  fo r  r i sk  mi t iga t ions.  

(ii) Summar y and  de ta i led repor t s  on  secur i t y  r isk ,  vu lnerab i l i t i es  and  

aud i t  w i t h  the necessary  counte rmeasures and  recom mended 

cor rec t i ve  ac t ions  as  recommended  above need  to  be  submi t t ed  in  

dup l i ca te to  the Ind ian  Counc i l  fo r  Cu l tu ra l  Re lat ion ( ICCR) ,  New  

De lh i .  A l so  the  same copy shou ld  be  submi t ted  to  ICCR.  

(iii) Al l  de l ive rab les  sha l l  be  in  Eng l i sh  language and s ide A4  s i ze fo rmat .  

(iv) The vendor  w i l l  be requ i red to  submi t  the de l ive rab les  as  per  agreed  

imp lementa t ion  P lan  

•  The del ive rab les  ( l i k e Sum mar y compl iance r epor t ,  Check l i s t ,  Audi t  

Repor t ,  Execu t i ve  Summary and  F ina l  compl iance  repor t  a f t e r  a l l  

observa t ions)  fo r  each task  to  be  submi t t ed  by the  Aud i to rs  f o r  th i s  

ass ignment  as  ment ioned in  t he  Task1 ,  Task2  and  Taks3 .  

(b) Timeframe of  the del iverab les  

-  The se lec ted  success fu l  b idder  w i l l  be requ i red to  s ta r t  t he  pro jec t  

w i th in  7  da ys  f rom the da te  of  p l ac ing  the  order  f or  t he  aud i t .  

-  The en t i re  aud i t  m us t  be  comple ted  w i th in  30days f rom the  p lac ing  
o f  o rder .  

-  A l l  the  d ra f t  repor ts  o f  the  agreed de l i ve rab les  shou ld  be submi t ted  

by the  f i rm/company w i th in  15 days  o f  t he  commencemen t  o f  the  

aud i t .  

-  The successfu l  b idder  shou ld submi t  t he  f ina l  repor ts  o f  the  

de l i verab les  w i th in  20 days o f  the commencement  o f  t he aud i t  o r  



 

wi th in  30 days of  rece iv ing  feedback  f rom the  concer ned  

depar tmen t  on  dra f t  repor t s .  

-  The aud i t ,  as  ment ioned  above ,  has to  be  comple ted  in  t ime .  I t  i s  

expec ted  tha t ,  i f  r equ i red,  the  successfu l  b idder  may dep lo y 

mu l t ip le  t eams to  comp le te  the  aud i t  p ro jec ts  w i th in  g iven  t ime  

f rame.  

(c  )  Audi t  Report  

1.0The Webs i te  secur i ty  aud i t  repor t  i s  a  key aud i t  ou tpu t  and must  con ta in  the  

fo l low ing :  

i. Iden t i f ica t ion  o f  aud i tee  (Address & contac t  in fo rmat ion)  

ii. Dates and  Loca t ion( s )  o f  aud i t  

iii. Term s of  re fe rence ( as  agreed  be tween the  aud i tee  and  aud i to r ) ,  

i nc lud ing  the s tandar d  fo r  Aud i t ,  i f  any 

iv. Aud i t  p lan  

v. Exp l i c i t  re fe rence  to  key aud i tee  o rgan isa t ion  documents  (by da te o r  

ve rs ion)  inc lud ing  po l ic y and p rocedure  docum ents  

vi. Add i t i ona l  manda to ry  o r  vo lun tar y s tandar ds  o r  r egu la t ions  

app l i cab le  to  t he  aud i tee  

vii. Standards fo l lowed 

viii. Sum mar y o f  aud i t  f ind ings  inc lud ing  ident i f ica t ion  tes ts ,  t oo ls  used  

and resu l t s  o f  t es t s  per form ed ( l i ke  vu lnerab i l i t y  assessment ,  

app l i ca t ion  secur i t y  assessment ,  password crack ing  and  e t c . )  

-  Too ls  used  

-  Li s t  o f  vu lnerab i l i t i es  iden t i f i ed.  

-  Descr ip t i on  o f  vu lner ab i l i t y  

-  Risk  ra t ing o r  sever i t y  o f  vu lnerab i l i t y  

-  Test  cases used  for  assess ing the  vu lnerab i l i t i es  

-  I l l us t ra t ion  i f  the  tes t  cases to  p rov ide  the vu lnerab i l i t y  

-  App l i cable sc reen dumps  
 

ix. Ana lys i s  o f  vu lnerab i l i t i es  and  i ssues o f  concern  

x. Recommendat i ons fo r  ac t ion  

xi. Personne l  invo lved i n  the  aud i t ,  i nc lud ing i den t i f i ca t i on  o f  an y 

t ra inees  

xii. The aud i to r  ma y fu r ther  p rov ide  any othe r  requ i red  in format ion  as  

per  t he  approach  adopted b y them and whi ch  they fee l  i s  re levan t  to  

the  aud i t  p rocess.  

 



 

2.  Checkl ist  duly  ver i f ied  and signed by the audi tor.  

 

The  successfu l  b idder must  a lso  fo l low s the gu ide l ines  of  Nat ional  Informat ics  

Center (NIC)  for w ebsi te  secur i t y Audi t  and submit  the Audi t  report  as per  the 

format ment ioned in  guidel ines.  These  guidel ines are  ava i lable  at  Annexure-  

25.0 Expectat ions Of  Audi tee Organizat ion From The Auditor  

Fo l low ing a re  the  expecta t ions o f  aud i tee  f rom the aud i to r :  

a. Ver i f i ca t ion  of  poss ib le  vu lnerab le  serv ices w i l l  be  done on l y w i th  exp l i c i t  

w r i t ten  perm iss ion f rom the  aud i tee .  

b. The aud i tee w i l l  re f ra in  f rom secur i t y  tes t ing o f  obv ious l y h igh ly insecure  

and  uns tab le  sys tems,  loca t ions,  and  pr ocesses un t i l  the  secur i t y  has  

been  put  in  p l ace .  

c. W ith  o r  w i thou t  a  Non -Di sc losure  Agreement  Cont rac t ,  the  secu r i t y  aud i to r  

w i l l  be  e th ica l l y  bound to  conf iden t ia l i t y ,  non-d i sc losure  of  customer  

in fo r mat ion ,  and  secur i t y  t es t ing  resu l ts .  

d. Aud i to r  should have  c l ar i t y  in  expla in ing  the  l im i t s  and  dangers  of  t he  

secur i t y  t es t .  

e. In  the  case o f  r emo te tes t ing,  the or ig in  o f  t he tes te rs  by  te l ephone  

numbers  and /o r  IP addresses  w i l l  be  made known.  

f. Seek ing spec i f i c  perm iss ions fo r  tes t s  invo lv ing  surv ivab i l i t y  fa i lu res ,  

den ia l  o f  se r v ice ,  p rocess  tes t ing ,  or  soc ia l  eng ineer ing  w i l l  be  taken.  

g. The scope shou ld be  c lear l y def ined  con t rac tua l l y  be fo re  ver i f y ing  

vu lnerab le  serv ices .  

h. The scope shou ld c l ear l y exp la in  the l im i t s  o f  the  secur i t y  t es t .  

i. The tes t  p lan shou ld  inc lude  bo th ca lendar  t ime  and  man-hours .  

j. The tes t  p lan shou ld  inc lude  hours  o f  t es t ing .  

k. The secur i t y  aud i to rs  a re  requ i red  to  know  the i r  t oo ls ,  where  the  too l s  

came f rom,  how  the too ls  work ,  and  have  them  tes ted  i n  a  r es t r ic ted tes t  

a rea  before  us ing the  too ls  on  the  customer  o rgan iza t ion .  

l. The exp lo i ta t ion  o f  Denia l  o f  Serv ice  tes ts  i s  done  on l y w i th  exp l i c i t  

perm iss ion .  

m. High  r i sk  vu lnerab i l i t i es  such  as  d iscovered  b reaches ,  vu lnerab i l i t ie s  w i th  

known,  h igh exp lo i ta t ion ra tes ,  vu lnerab i l i t i es  whi ch a re exp lo i tab le  fo r  

fu l l ,  unmon i tored  o r  unt raceab le  access,  o r  wh ich  may conve y immed ia te  

r isk ,  d iscovered  dur ing tes t ing are  to  be  repor ted  immed ia te l y t o  the  

Ind ian  Counc i l  fo r  Cu l tu ra l  Re lat ion  ( ICCR),  New  De lh i  w i th  a  p rac t i ca l  

so lu t ion  as  soon  as  they a re  found .  

n. The Aud i to r  i s  requ i red  to  not i f y  the aud i tee whenever  the  audi tor  changes 



 

the  aud i t ing  p lan,  changes  the  sour ce  tes t  venue,  has h igh  r i sk  f i nd ings ,  

p rev ious to  runn ing  new ,  h igh  r isk  o r  h igh  t ra f f i c  tes t s ,  and  i f  any tes t ing 

p rob lems have  occu r red .  Add i t iona l l y ,  t he  Ind ian  Counc i l  f or  Cu l tu ra l  

Re la t ion ( ICCR) ,  New  De lh i  i s  to  be  no t i f i ed w i th  progress upda tes a t  

reasonab le  in te rva ls .  

o. Repor t s  shou ld  s ta te c l ear l y a l l  s ta tes  o f  secur i t y  found  and  not  

on l y f a i led  secur i t y  m easures .  

p. Repor t s  w i l l  use on l y qua l i t a t i ve  met r i cs  f o r  gaug ing r i sks  based 

on indust r y-accep ted  methods .  These  me t r ics  a re based on  a  

mathema t ica l  fo rmu la  and  no t  on  fee l ings  o f  the  aud i to r .  

q. The Aud i tor  is  requ i r ed to  no t i f y  the  Ind ian Counc i l  f or  Cu l tura l  

Re la t ion  ( ICCR) ,  New  De lh i  when the  repor t  is  be ing  sent  as  to  

expec t  i t s  ar r iva l  and  to  con f i rm  rece ip t  o f  de l ive ry.  

r. Al l  com muni ca t ion channe ls  f o r  de l i ve r y o f  repor t  are  end  to  

end  con f iden t ia l .  

 
26.0  Other TERMS & CONDITIONS   
 

1 .  The  web app l i ca t ions  w i l l  be  hosted  a t  NIC ser ver  a f t e r  Secur i t y  audi t ,  
so  the  secur i t y  aud i t  ce r t i f i ca te  shou ld  be  in  compl iance  w i th  the  NIC 
s tandards.  

 
2 .  The  tenders  shou ld be  submi t t ed  On l ine  befo re  the  prescr ibed  da te  and  

t ime .  
3 .  The  p r ice  b ids  o f  t hose  f i rm s w i l l  be  opened who fu l f i ls  the  te r ms and  

condi t ions .  
 
4 .  On ly t hose  Organ iza t ions/ f i rms reg is te red  w i th  the  CERT- in -em pane l led  

a re e l ig ib le  f o r  submi t t ing  the  tender .   
5 .  Incomp le te  or  condi t iona l  tender  w i l l  no t  be en te r ta i ned .   
6 .  No  tender  w i l l  be  accep ted  a f ter  c los i ng  da te and t ime  
 
7 .  The  f i r s t  round  o f  secur i t y  aud i t  repor t  shou ld  be  subm i t ted  to  ICCR 

w i th in  15  da ys  a f ter  the  work  order  i ssued  by ICCR and consecu t ive  
round  repor t  i f  any,  shou ld  be submi t ted w i th in  7  work ing da ys .   

8 .  The  tenderer  may remain  p resen t  h im se l f  / herse l f  o r  h is /her  au thor i zed  
representa t i ve a t  the  t ime  

 
9 .  o f  open ing  the  tender .  Onl y au thor i zed  rep resen ta t ive  w i l l  be  a l lowed to  

a t tend  the  meet ing  o f  the  Tender  Commi t tee.  
 
10 .  A l l  the  f i rms/o rgan iza t ion  par t i c ipa t ing  in  t he  Tender  must  submi t  a  l i s t  

o f  the i r  owners /par tners  e t c .  a long  w i th  the i r  con tac t  numbers  and a  

Cer t i f ica te  to  t he  ef f ec t  that  the f i rm/or gan iza t ion  i s  ne i t her  b lack l is ted  

by an y Govt .  Depar tment  nor  any Cr imina l  Case  reg is te red  aga ins t  t he  

f i rm  o r  i t s  owner  or  par tner s  anyw here  in  Ind ia  be  a t tached  w i th  t h i s  

tender .  Any f i rm /organi za t ion  b lack l i s ted by a  Govt . /Semi  Govt .  Dept t .  

sha l l  no t  be  cons idered  fo r  th i s  tender  and tender  w i l l  be  re jec ted  

s t ra igh twa y.  

 
11 .  The  payment  w i l l  be  made on l y  a f te r  submi t t i ng  the  f ina l  secur i t y  audi t  

ce r t i f i ca te  on  complet ion o f  Aud i t  o f  webs i t e .  

 



 

12.  No c l a im fo r  in te res t  in  case  o f  de layed  payment  w i l l  be  en ter ta ined  by  

the  Ins t i tu te .  

 
13 .  A copy o f  ter ms  & cond i t ions  a t tached as  and  Scope  o f  work  a t t ached  as 

du l y s igned  by the  tenderer ,  as  a  token  o f  accep tance  of  t he same  

should be  a t tached a l ong-w i th  t he tender .  

 
14 .  The  Tender  Com mit tee  reser ves the  r i gh t  to  re lax  an y te rms and  

condi t ion in  the  Govt .  in te res t ,  w i th  t he  app rova l  o f  competen t  au thor i t y .  

 
15 .  A l l  d i spu tes  a re  subjec t  t o  the  ju r i sd ic t ion  o f  t he  Cour t s  in  the  N.C.T.  o f  

De lh i .  

NOTE:  
( A)  DOCUMENTS REQUIRED TO BE ATT ACHED WITH BID:  
1 .   GST Reg is t ra t ion  Ce r t i f i ca te a long  w i th  No.  
 
2 .   Copy of  au thor i za t ion  w i th  CERT- in  em panelment .  
 
3 .   Cop y of  terms and  cond i t i ons du l y s igned  w i th  sea l  o f  t he f i rm/o rgan iza t ion ,  

in  t oken o f  accept ance  of  t erms and  cond i t i ons .   
4 .  A l l  the  f i rms par t i c ipat ing  i n  the  Tender  must  submi t  a  l i s t  o f  the i r  

owners /par tners  e t c .  and a  Cert i f icate  to  the  e f fect  that  the  f i rm is ne i ther  
b lack l is ted  by  any Govt .  Depar tment  nor  any  Cr imina l  Case  is  reg i s te red  
aga ins t  t he  f i rm  or  i t s  owner  or  par tners  anywhere  in  Ind ia .   

5 .  A l l  O ther  suppor t ing documents  as  requ i red  in  the  tender  sha l l  be  a t tached  
 

 
B. COMMERCI AL  BID should be in  the format  gi ven at  Annexure-4  and i t  
should contain price  on ly and no other documents sha l l  be enclosed.  
 
 
 
 
 

S IG NATURE W ITH 
SEAL OF TENDERER 

 
 

 

 NAME IN BLO CK LETTERS:   VIN AY VOHRA  
 

                      Company Nam e w i th  Fu l l  A ddress:  
 

 Ind ian Counci l  for  Cul tura l  Relat ions ( ICCR)  
     Azad Bhaw an Rd,  IP  Estate                                                                                          

New  Delh i ,  Delhi  110002  

 

27.0 Bid-Submission 

 

The  b id /quotat ions  are  to  be submitted  OnLine .  For  any que r ies  b idder  may 
w r i te  to  fo l low ing  or  submi t t ed  b y ema i l  t o  spdadmn. iccr@gov. in  

SPD Admin 
Indian  Counci l  for  Cul tura l  Relat ions ( ICCR)  

Azad Bhaw an Rd,  IP Estate ,  
New  Delhi ,  Delh i  110002  

 
Tender  document  w i th  o ther  de ta i l s  i s  a lso  ava i lab le  on ICCR W ebsi te  i . e .  
ht tps : / /www. iccr .gov. in  
 



 

Annexure-1   
 

Technical  Compl iance  
 
Let ter  Dated   
 
Dear  Si r  
 
SPD Admin 
Indian Counci l  for  Cul tura l  re lat ion  
Azad Bhaw an,  IP Estate 
New  Delhi  
 
Dear  Si r  
 
We are  submit t ing our  proposal  in  reference to Pre-Qual i f icat ion Cr i ter ion 

S No. Basic Requirement Required  Provided Reference & Page 
Number 

1 Covering Letter  Form1 Yes/No  

2. Power of Attorney Copy of Power of Attorney in the 
name of the Authorized signatory 

Yes/No  

3 Particulars of the Bidders As per Form 3 Yes/No  

4 Certifications i .  Copy o f  the  Le t te r  

/Cer t i f ica te  show ing  

the  va l i d i t y  o f  be ing  

empane l l ed w i th  

Cer t - in  du l y a t t es ted  

on  beha l f  o f  t he  

company.  

 

Yes/No  

5 Work Plan As per Activity Schedule at 
Annexure-3 

Yes/No  

6 Confor mance to  
RFP/Scope o f  work  

 Yes/No  

7 Debarment /Undertaking 
Certificate 

Form 4 Yes/No  

8 L is t  o f  Per sonne l  Form 5   

9 Du l y S igned  w i th  
Sea l  

All Documents submitted   

 
 
 

Sincerely  Your ’s  
Signature and Seal  
 
  



 

 
 
 
 
 

ANNEXURE-2  

 

COMMERCI AL  BID (Onl ine Submission)  

 

Name o f  t he B idder  :   ICCR  
Address for  Cor respondence :  Azad  Bhawan Rd,  IP Esta te ,  New  De lh i ,  De lh i  
110002  

 

I /we  hereby submi t  t he  commerc ia l  b id  f o r  conduct ing  Secur i t y  Aud i t  o f  web 
app l i ca t ions  o f  ICCR as per  t he  Scope o f  work  g i ven  i n  t h i s  t ender  document  
w i th in  t he  t im e spec i f i ed  and in  accordance  w i th  the  te rms and cond i t ions.  
 
 
The  b idders  a re  requ i red  to  quo te  the ra tes  in  t he  fo l low ing  format .  

 

S .No  Descr ip t ion   Cost  ( In  Rs. )  Tax  

Tota l  Cost  

(Rs. )  

       

       

1  Secur i t y  Aud i t  o f  W ebs i te     

2 .  
Check l i s t  Ver i f i ca t ion  and  
S ign ing  of  document     

   

1 .  The ra te  shou ld  no t  be  p rov ided  as  a percen tage  f i gu re  bu t  in  abso lu te  
Ind ian  Rupees .  

 
2 .  The ra te  quo ted m us t  be  reasonab le  and  va l id  fo r  the  per iod  of  con t rac t  

f rom the  date o f  open ing  o f  F i nanc ia l  b id .  
 

Sincerely  Your ’s  
Signature  and Seal  

 
  



 

Anneuxre-3  

Act ivi t y and Payment  Schedule   for  the b idder ’s shal l  be as fol low s :  
 
 

Sl .  No  Payment mi lestones Payment  in

 

i .  Task  1 :  W eb Secur i t y  Aud i t /Assessment   

Lumpsum 

one  

t ime 

paymen t

   i i .   Task  2  Check l i s t  Ver i f ica t ion  

i i i .  Task3  Af te r  submiss ion  of  Repor t  as  per  Task  :  -1

(Re- Aud i t  based on  the  vu lnerab i l i t i es  iden t i f i ed  

f rom Task1)  

i i i .  Task  4  Af te r  submiss ion  of  Repor t  as  per  Task  3:  

(Re,  Re-  Audi t  based  on the  vu lnerab i l i t ie s  iden t i f ied  

f rom Task3)  

 
  



 

 

Form 1 

Letter Dated Date/Month/Year 

SPD Admn 

Sh Vinay Vohra 

Indian Council for Cultural Relations  

Azad Bhawan, IP Estate,  

New Delhi-110002 

Dear Sir, 

RE:  Notice of Intent to Submit the Proposal 

This is to notify you that our firm/company intends to submit a proposal in response to RFP No

 ....................................... Primary and Secondary contacts for our firm/company are : 

 

Primary Contact  Title: 

Secondary Contact 

Company Name : 

 

Address : 

 

Phone : 

Fax : 

E-mail : 

 

Sincerely, 

 

[BIDDER’S NAME]       Signature 

 
Date 

  



 

Form 2  
 

Proposal covering letter 

Letter Dated Date/Month/Year 

 

SPD Admn 

Sh Vinay Vohra 

Indian Council for Cultural Relations  

Azad Bhawan, IP Estate,  

New Delhi-110002 

Dear Sir, 

Ref: Website and Web application security audit for ICCR 

 

In response to the RFP for “website /web application security audit ICCR” we herewith submit 

out proposal. The following documents have been included as part of the proposal: 

S. No. Enclosed documents  

1 Pre-qualification Online submission  

2 Technical bid Online submission  

3 Financial Bid  Online Submission  

4 Additional information if any  

 
Having examined the tender Documents and Appendices thereto and Corrigendum Numbers, if any. 

Thereto we, the undersigned, offer to provide the said services, in conformity with the said Contract, 

Terms of Reference and Appendices thereto for the sum indicated as per the attached Financial 

Proposal. 

 

Date:   Signature 

  



 

 Particulars of the Bidders         Form 3: 

 
S No Information Sought Details to be furnished 

1. Name and address of the bidding Company  
2. Incorporation status of the firm (public limited / private 

limited, etc.) 
 

3. Year of Establishment  
4. Date of registration  
5. ROC Reference No  
6. Details of company registration  

7. Details of registration with appropriate authorities for service 
tax 

 

8. Name, Address, email, Phone nos. and Mobile Number of 
Contact Person 

 

 

  



 

 

 

Form 4 

 

UNDERTAKING & DECLARATION 

 

 

 

 

 

1. It is certified that the information furnished here in and as per the document 

submitted is true and correct and nothing has been concealed or tampered with. 

We have gone through all the conditions of tender and are liable to any punitive 

action for furnishing false information / documents. 

 
2. The technical solution offered fully meets your requirements and have no 

deviations and variations to the scope of work defined in this RFP. The entire 

work shall be performed as per NIC Website Audit Guidelines. 

 

 

 

 
Dated this  ________ day of  2020 

 

 

 

 

 

Signature 

 

(Company Seal) 

 

In the capacity of 

 

 

 

 
Duly authorized to sign Applications for and on behalf of: 

  



 

Form 5 

 

LIST OF PERSONNEL 
 

 

 
S. No. Name of the 

Employee 

Designation Qualifications Total 

Experience 

in IT filed 

Total 

Experience in 

IT security 

1.      

2.      

3.      

4.      

5.      

6.      

 
 

 


